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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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BEZPECNOST
PRO VASE DATA
S MINIMEM USILI

Patrik Plachy
Senior Consultant
CoreTech Competency Center
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Nejvetsi utoky za poslednich roky
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Bezpecnostni

“Mame data
v zabezpecené zone
— perimetr”

“Nase data jsou pro

z7/

ostatni bezcenné

“Prosli jsme auditem,
takze musime byt
zabezpecen

“Nase interni tymy
jsou duveryhodne”
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OHROZENI
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SECURITY
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PREVENTIVNI

(]
4 AA " Data
nf'sn Redaction
Users

SSN:XXX-XX-4321

E dob: xXx/XX/XxXxx

Dev/Test 9

- —
gl = DB Partners, Bl —
A
Controls
o |EEETmEn
“Insufficient Data Data Data
| Privilege _ Encryption Subsetting Masking
Privileged Users E
ﬁ? *T#$%!'@!%afb Region, Year ssn:423-55-3571

Key Vault, ##<>*$#@34 Size-based dob: 12/01/1987

ORACLE’

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |



DETEKTIVNI
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ADMINISTRATIVNI
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Analyze Privileges Find Sensitive Data
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DATABASE Zabezpeceni dat pomoci

SECURITY Oracle DataMasking
STRATEGY
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Oracle Data Masking

Produkcni prostredi Ne-produkcni prostredi

Prijmeni SSN Plat Prijmeni S|\ Plat
AGUILAR 203-33-3234 40,000 ANSKEKSL 111—23-1111 60,000
BENSON 323-22-2943 60,000 BKJHHEIEDK 222-34-1345
\ON
>
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o
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e Odstranéni citlivych dat z ne-produkcnich prostredi
* Pro moznost prace s aplikaci je zachovana refe
e Citliva data nikdy neopousti databazi
e Rozsiritelna knihovna sablon a politi
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Leader v Data Masking

Oracle mezi tremi hlavnimi dodavateli
maskovacich technik

CA Techecloges |Grid Jook)

Vyjadreni Gartner: oestan i) G
Vysoky vykon v maskovani dat v databazich Oracle wets OO

: , v. > “@
Velmi snadné pouziti diky integrovani do

produktu Oracle Enterprise Manager

Dostupnost predpripravenych Sablon
(e-Business Suite, PeopleSoft, ... )

ABILITY YO EXECUTE

COMPLETENE SS OF VISION As of Decesnber 2015

Gartner Magi
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Ccustomer Success Stories

Customer Business Driver Application Results Notes
Metro Needed rapid Oracle EBS Implemented in 30 days

Police of remediation after for Oracle EBS application

London audit findings

Cisco Failed internal audit  Oracle EBS Compliant with IT risk
requirements with zero IT

overhead ‘

Cornell Public data breach Oracle Peoplesoft Prevented furth
University

SquareTwo  Neededtoincrease  Custom application
development agility  tracking custo
financial i
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Kybernetické hrozby
DATABASE a rizikove faktory "in vitro \

SECURITY Zabezpeceni dat pomoci
STRATEGY Oracle Database Vault
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Kybernetické hrozby a rizikové faktory

SnaZzite se minimalizovat mnozstvi
opravnéni pro danou aplikaci? Jak zjistite
minimalni model opravnéni?

Potfebujete ovladat ad-hoc pfistup k
aplikaci a databazi? Jak chcete
zabranit umyslnym nebo nahodnym
zménam?

Mate umisténé informace v Cloudu?
Vite, kdo vdm provozuje databazi a co
muze vidét?
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Jak jsou vase aplikacni data
ochranény proti internetovym
hrozbam? Pokud zjistite
kybernetické hrozby, jaké
byste provedli, ab




Oracle Database Vault

Aplikace

Omezeni vychozich pravomoci privilegovanych uzivatelt
Uplatnéni pravidel politik v databazi
Zabezpeceny audit pfi jejich poruseni zajistuje
Oracle Audit Vault and Database Firewall

Nejsou nutné zadné zmény v aplikaci
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Oracle Database Vault

Blokovani hrozeb z napadenych

privilegovanych uctu _
Blokovani zasvecenych osob pristupujicich E
k aplikacnim datum DBA select * from HR.emp

Blokovani privilegovanych aplikaci k jinym
aplikaCnim datum ‘

H

»

Bezpecna konsolidace a pouziti privatniho
Ci verejného Cloudu

Fin Realm

FIN
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Reakce zakazniku

RaboBank
International

( )

CMC Markets
( )

Ross Stores

( )

Deutche Apotheker
Und Arztebank
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Retail

Financni
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Protect all applications
including Oracle
Financial Services (iFlex)

Protect E-Business Suite
applications

Protect PeopleSoft
applications

Consolidate and protect
HR application

“Payment Data needed to be protected from DBA access to
comply with financial regulations ... we needed a solution
that is transparent to the application ... Database Vault was
the best solution for us”

Neils Zegveld, Manager IT infrastructure

“The Oracle security components ... bring a new level of
assurance to our senior management and audit teams.”

Akash Gharu, Global Database Services Manager

“... Database Vault allowed us to put a security shield
around our sensitive data to prevent DBAs from accessing
this sensitive data.”

Himanshu Parikh, Sr. Director

“Our highly sensitive personal data is now protected. We
therefore were able, to integrate our hr applications into our
centralized IT and save cost.”

Detlev Althaus, IT Director
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https://blogs.oracle.com/securityinsideout/entry/why_rabobank_chose_oracle_database
http://www.oracle.com/us/products/database/options/database-vault/overview/index.html
http://streaming.oracle.com/ebn/podcasts/media/8762531_Ross_060310.mp3

Hardware and Software
Engineered to Work Together
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